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Outpost Firewall Pro 2009

Your Essential Defense against Internet Threats

What Makes an Essential Defense?

New types of threats require new types of protection. Mass-distribution viruses and worms are giving way
to profit -driven attacks designed to steal identities, money, and other valuable electronic commodities
through spyware and botnets.

Given the compl exi ty theatg users need pratactioly thabcontrolsathed angird s
propagation route i their Internet connection. Zero -day threats, one of the newest and most difficult to
detect, are becoming more frequent, and an appropriate response must be in place for users to hav e
adequate security when they go online. Even simple web browsing is these days fraught with danger
from drive-by infections and inadvertent disclosure of personal information.

While there are plenty of all -in-one security solutions that purport to offer t otal protection, in reality they

all depend on a firewall to deliver the first level of defense against the spread of malware and data theft.
Today6s s op h iedetect rmaticews prognams cdnnot be stopped with anti-virus alone;

proactive security tools are needed to monitor program behavior and alert users to suspicious,

unauthorized or explicitly malicious activity before it can do damage. As web-borne attacks now

constitute the majority of mal war e edtotoantekalinethreaso !l ut i o
is essential.

Outpost Firewall Pro is just such a tool. It stops malware and hacker attacks before they can activate, by

monitoring and controlling Internet access at all tin
automaticall y, so users are not interrupted while theydre v
Proisawardwi nni ng protection thatodés | ightweight, customi z
computer deserves, so keep reading to find out more about how Outpost provides the most robust

security protection possible for users in todayds wor

Key Technologies

A Two -way firewall to guard network access

A Intrusion Detection System (IDS) and Ethernet protection for automated defense against
vulnerability probes and internal breaches

Anti -spyware to fend off basic malware attacks

Host protection  for proactively blocking unknown threats

Web & transaction security to protect against web -borne risks

Self -protection to maintain continuity of protection

Automated, updatable configurations to simplify work
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Key Benefits

e The award-wining firewall keeps hackers and malware away, so users can feel safe when

theyodre

o-waly acoess.conffolneeans that unauthorized network activity is impossible,

and special Ethernet protection shields local networks against man-in-the middle attacks and
WiFkborne intrusions. The IP Blocklist component will block connectivity to predefined Internet
hosts, keeping your family members away from the sites that you consider inappropriate.

e Host protection monitors program behavior and interactions to proactively defend against
unauthorized activity, stopping Trojans, rootkits and keyloggers in their tracks without the need

to scan each suspicious

0 b j eHost Protection a¢hievedvanlO0fba | war e .

pass rate for all current leaktests, providing reliable protection against unknown and/or

sophisticated hacker attacks.

e The integrated anti-spyware module provides comprehensive protection against all forms of
spyware, automatically defending users from the risk of compromised personal information,
unauthorized system modifications, and intrusive pop-ups, amongst other online annoyances.

e The versatile web

control

modul e safeguards user s

darker side by steering away from websites infected with drive -by downloads, preventing the
inadvertent disclosure of personal information, limiting exposure to p otentially unsafe web

properties, and keeping identity private.

e Out p o s tpitection eapdbility ensures that it cannot be deactivated by targeted attacks,

ensuring uninterrupted protection.

e Thanks to advanced events logging mechanism and new process ativity view that shows
detailed information about all currently active programs, users get the ultimate in transparent,

hands-on protection.

Outpost Firewall Pro has been designed to meet the needs of users who understand the need for

robust, efficient secur i ty. While it

provides great protectio

experience, Outpost Firewall Pro also includes an extensive array of customizable settings and
options for advanced users to tweak and personalize their protection. Less-experienced users also
get great protection because Outpost lets them define and apply most settings automatically,
eliminating potential configuration errors. The intuitive interface and accessible controls ensure ease

of use for everyone.
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Key Features

Proactive security
Preemptive threat protection

Outpost Firewall Pro provides the first line of defense against malicious software by proactively controlling
how programs behave and interact on a PC and preventing security breaches. The host protection
module proactively monitors for and blocks sophisticated hacking techniques used to compromise or steal
data. By analyzing threats and displaying actionable alerts, it blocks zero-day attacks and other
unauthorized activities, providing advanced protection against botnets, rootkits and inadvertent data
disclosure. This latest version extends the range of monitored events and operations for even greater and
more customizable protection. Outpost excels in all currently-known leaktests, with additional focus on
keylogger-like activities.

Firevst Rules Wizard

Self - protection

Today's malware frequently seeks to shut down security software to make its infection process easier. By
incorporating solid tamper-proof protection for all its components, Outpost Firewall Pro makes it
impossible for anyone except the authorized user of the program to disable or close active protection.

Anti -spyware
Essential spyware protection

Outpost's anti-spyware module safeguards PCs against the threat of spyware- from displaying annoying
ads to hijacking the browser homepage to stealing user identity and confidential data. Spyware is blocked
at every possible stage 8 installation, activation, transmission of information and re -installation. The on-
demand scanner scours the system for traces of deadivated spyware and erases them completely. Even
if active spyware protection is switched off during processor -intensive tasks like online games, new
network connections are proactively verified in the background to be spyware -free before being allowed
to proceed.
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Network security & continuity
Connection security

Thetwo-way firewall monitors the computerdéds inbound and
remote unauthorized network access. |t contheals acces
Internet invisible. The Ethernet Protection module guards network connections and prevents insider

attacks by controlling the transmission of data over the network. This eliminates the potential risk for

data such as chat windows or authenticated browser sessions to be delivered to the wrong destination or

intercepted while in transit.

Application access control

The firewall controls which programs are allowed to access the Internet, proactively protecting the PC
against both zero-day threatsand malwar e attempts to fiphone homeo.
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Comprehensive coverage

Outpost Firewall Pro secures all types of connections (Ethernet, WiFi, DSL, cable, cellular, and dialup),
automatically applying the necessary security settings when the computer is connected to a new
provider.

Intrusion protection

The Attack Detection module automatically blocks known types of hacker attacks from gaining access to
the computer.

Privacy & web safety
IP Blocklist keeps surfing clean

Based on the BlockPost plugin in earlier Outpost versions, the integrated IP Blocklist lets users restrict
access to specifed Internet domains. A valuable tool for both sensitive individuals and concerned
parents, IP Blocklist will deny incoming/outgoing connectivity to ill -intent Internet zones, such as those
distributing spyware or delivering obnoxious ads and graphics spam.

The blocked entries can either be manually defined or imported as an aggregated list from community -
maintained sources.
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Unsafe web site access restriction

Outpost can optionally alert and block access to potentially malicious or unwanted web sites based on a
predefined I|Iist of URLs. This filtering enbyures
malware infection or phishing attacks that are looking to steal passwords, login information and other
sensitive data. The list of blocked sites is updated via the automatic updates and can be edited to reflect
individual preferences.

Safe repository for personal data

Any confidential information i for example, bank account numbers and passwordsi that users define
using ID Block is blocked from leaving the confines of the PC through communication channels such as
IM, web or email. ID Block protects against identity theft and phishing attacks that target personal,
confidential information. Plus, it ensures that no -one else i including other members of the household -
can accidentally or deliberately disclose this information on the web.

Ad-free, anonymous surfing

By managing cookies and external referral URLs, Outpost lets users maintain a high level of privacy when
visiting shopping, entertainment or news sites while at the same time allowing trusted sites to collect only
the information needed to personalize pages. Additionally, Outpost Firewall Pro lets users limit the
elements displayed on web pages, providing cleaner and faster browsing. Users canalso define the sites
that are permitted (or not permitted) to display images, rotate advertising banners, execute external

code such as ActiveX or Java scripts, or deliver popups. The latest version of Outpost ensures
compatibility with even the most com plex and sophisticated websites, delivering smooth performance and
heightened online safety.

users



